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Job Aid: Password Reset

Purpose

The purpose of this Job Aid is to guide users through the step-by-step process of enabling security
guestions and resetting their passwords.

In this Job Aid, you will learn how to:
e Set Up Security Questions on Initial Login
e Change Security Questions
e Change Password
e Reset Forgotten Password
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Task A. Set Up Security Questions on Initial Login

From the TMS login screen:

1. Click in the USER ID text entry field
and enter your User ID.

2. Click in the PASSWORD text entry
field and enter your password.
3. Click SIGN IN.

4. The Password Expired screen is
displayed. Click in the Old
Password text entry field and enter
your old password.

Note: The screen is ONLY displayed
upon initial login.

5. Click in the New Password text entry
field and enter your new password.

6. Click in the Verify Password text
entry field and enter the same
response again.

7. Click Apply Changes.
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Password Expired
User Pass expired. Please Change User Password

rd has o b comgitant with the foloming rules:

= The length of the password must be between § and 12 charscters
= The password must contain the saboeing hipes of characters:
1. Engish lowercase lefers
2 Engish uppercase leters
3. Arabic numerals(n, 1,2...8)
4. Non alphanumenc special characters (\@FS% R (_+=DEL"==7.0)
® Characters cannol be repeated mare han hwice In & row.
= The password cannat contain user nams (logn IO}
= The password cannol contain users Srst name and last name
= The new pasaword cannol e 53me 35 any of fhe Drevious 3 passwons
= Passward cannot ba same a3 he E-2ignaturs PR
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* Mew Password:
* Verify Password:

Apply Changes Resot

VA Learning Usiversity Home | Insisa TMS | Locals Your Local Admaststrator | Help Desk | Forgot Password

Password Expired
User Password has expired Please Change Liser Password
* = Requred Fiedds

The Liser's password has fo be car

* The leng® of e be tetween & and
® The password must contain he following types of characters
1. English lowsrcasa latiers
2. English uppercase leters.
3. Arablc rumerats1.2, .8)
4, Non alphanurnens specal characlers (@FS%ASY_+={ " =7 1}
* Characters cannot be repealed more Man Wice in s row,
= The password cannot contain user name (login ID)
= The password cannot contain users frst name and last name.
= The new password cannot be 5ame 88 any of he prewous 3 passwords
= Password cannot be same as the E-Signature PR
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5. The Set Security Questions screen

is displayed.

9. Click the Question 1 drop-down
arrow to view a list of ten security
guestions.

10.The ten security questions are
displayed. Select a question that you
will always remember the answer to,
but that would be challenging to
others.

11.Click in the Response text entry field
and enter your response.

12.Click in the Confirm Response text
entry field and enter the same
response again.

13.Click the Question 2 drop-down
arrow to view a list of ten security
guestions. Select a question that you
will always remember the answer to,
but that would be challenging to
others.

Set Security Questions B

Please select your security questions and provide a corresponding answer that you
will remember that will be used when refrieving your password

* = Required Fields

"o B
. |

* Response

* Confirm Response |

* Question 2 coi=ct 5 question A
* Response |

* Confirm Response | |

VA Leamning University Home | Inside TMS | Locate Your Local Administrator | Help Desk | Forgot Password

Set Security Questions

Flease select your secunty questions and provide a corresponding answer that you
will remember that will be used when refrieving your password.

* = Required Fields

* Question 1 seect 5 question A

* Response
What is the name of your favorite childhood friend?

In what city does your nearest sibling tive?

What street did you live on in third grade?

in what city or town was your first job?

What is your oldest sibling's midde name?

‘What is your oldest cousin's first name?

In what city or town did your mother and father meet?

In what city did you meet your spouse - significant other?
What was the name of your first stuffed animal?

What is the first name of the boy or girl that you first kissed?

* Confirm Response

* Question 2
* Response

* Confirm Response

VA Learning University Home | Inside TMS | Locate Your Local Administrator | Help Desk | Forgot Password

Set Security Questions

Please select your security guestions and provide a corresponding answer that you
will remember that will be used when retrieving your password,

* = Required Fields

* Question 1 what s the name of your favorite chidhood friend? -

* Response I...-.-.. I
* Confirm Response |........ I m

* Question 2 fcect 5 question

-|

* Response

* Confirm Response
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14.Click in the Response text entry field
and enter your response. ————
15.Click in the Confirm Response text
entry field and enter the same e B B O 4 o T LT
response again. + = Required Fields
16.Click Save. * QUeston 1 Wnat s the name of your favorite chidhood friend? .

* Response |sessees

* Confirm Response ..ssssss

* Question 2 i what city does your nearest sibling live? =

* Response I!ll.i.!. I
* Confirm Response I......'. I
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Task B. Changing Security Questions

1. Verify that the Home tab is
selected.

Navigate to Easy Links.
Click Options and Settings.

wmn

4. The Options and Settings screen
is displayed. The first section,
Update Account Security
Information, is where you can
select your security questions and
provide answers.

Click the Question 1 drop-down
arrow to view a list of ten security

guestions.

5. The ten security questions are
displayed. Select a question that
you will always remember the
answer to, but that would be
challenging to others.

6. Click in the Response text entry
field and enter your response.

7. Click in the Confirm Response text
entry field and enter the same
response again.
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Available

ADVANCE

Options and Settings

THS Help Desk
VA Leaming University
VA Mandstory Training Info

801 days overdue M Privacy and HIPAA Training
Available

Due later Record Learning VAKN Calendar
Reports
10/18/2013 W& VA Privacy and Information Security Awareness and Rules
Available Show Less
Options and Settings

Your sefngs determine the formats and standards used fo display information fo you in VA TMS.

Update Account Security Information
* = Required Fields
Password; ssssssss

Bl

* Question 1 wrat f5 the name of your Tavarite chidhood Triend?

* Confirm

" Question 2 p what city does your nearest sibling fve?

* Confirm

Apply Changes  Reset

Update Account Security Information
* = Required Fields
Password:

T

* Question 1

What is the name of your favorite childhood friend? I

* Response
* Confirm Response
* Question 2
* Response

‘What is the name of your favorite chitdhood friend?
In what city does your nearest sibling live?
What is your oldest sibling's middle name?
What is your oldest cousin's first name?
* Confirm Response
What was the name of your first stuffed animal?
What is the first name of the boy or girl that you first kissed?

What street did you live on in third grade?
In what city or town did your mother and father meet?
Options and Settings

In what city or town was your first job?
In what city did you meet your spouse - significant other?
Your sefngs determine the formats and standards used fo display information fo you in VA TMS.

Update Account Security Information

* = Required Fields

Password; ssssssss
* QUeSHoON 1 wrat s the name of your Tavarrte chidhoed '--*ﬂ
& I :
F ' |
* Confirm I 4
L | I
" Question 2 i what city does your nesrest sibling tve?
* Confirm

Apply Changes  Reset
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8. Click the Question 2 drop-down
arrow to view a list of ten security
guestions. Select a question that you
will always remember the answer to,
but that would be challenging to

others.

Update Account Security Information

* = Required Fields
Password:
* Question 1

* Response
* Confirm Response
* Question 2
* Response

* Confirm Response

Learning Notifications

FeddA AR

What is the name of your favorite childhood friend? -

In what city does your nearest sibling live? !
. d0ES Y0 Eare béing live

What is the name of your favorite childhood friend?

What street did you live on in third grade?

In what city or town was your first job? n

What is your oldest sibling’s middle name?

What is your oldest cousin's first name?

In what city or town did your mother and father meet?

In what city did you meet your spouse - significant other?

What was the name of your first stuffed animal?

I'.'.’ha{ i5 the first name of the boy or girl that you first kissed?

9. Click in the Response text entry field

and enter your response.

10.Click in the Confirm Response text
entry field and enter the same

response again.
11.Click Apply Changes.
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* = Required Fields
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Password; ssssssss
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Task C. Change a Password

1. Verify that the Home tab is selected.
2. Navigate to Easy Links.
3. Click Options and Settings.

4. The Options and Settings screen is
displayed. The first section, Update
Account Security Information, is
where you can change a password.

5. Click the Password link.

The Profile screen is displayed.
Click in the Enter your old
password text entry field and enter
your old password.

8. Click in the Enter your new
password text entry field and enter
your new password.

9. Click in the Verify your new
password text entry field and enter
the same new password.

10.Click Apply Changes.

No
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Update Account Security information

Apply Changes | Resat

Profile b Helg

The Users password nas 1o be compliant with he following rules:

of
= Password cannot be same as the E-Signature FIN

Change Your Password

Enter your old password: [

I Apply Changes I Resat
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Task D. Reset Forgotten Password

From the TMS login screen:

1. Click Forgot Password.

UNITED STATES
DEPARTMENT OF VETERANS AFFAIRS  —

Home  Veoteran Services  Bu: About VA Media Locations  Comtact Us

e sen o I
VA‘I_U (rms) Mo eman v IR

. y  System SIGN IH
VA LEARNING UNNERSITY — 1

VA Leaming University Home | inside TMS | Locate Your Local Administrater | Help Desk  Forgot Password — Crease New User | Check System

2. Click in the User ID text entry field.

'FAIRS

About VA Medi Locations Contact Us

n Talent
TMS® Management

: System
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WA Learning University Homse | Inside TMS | Locate Your Local Administrator | Welp Desk | Forgot Password

Password Reset

Yo are sesng ihis message for one of two reasons: 1) Your account has been locked by he syslem because you sxceecsd e acceplatie numbsd of failed login atiempls, or 2) You
e forgatien your Password and are requesting a Temporary Password Entes your Liser 10 in ALL CAPS then click Submit ko e your ismporary Password senl b your emai

3. Enter your User ID.
4. Click Submit.

WA Learning University Home | inside TMS | Locate Your Local Adminsirator | Help Desk | Forgot Passwornd

Password Reset

You are sesing ihis messags for one of two reasons: 1) Your account has been locked by the system because you exceeded ihe accapiable number of tailed login atempts. or 2) You
Iearve forgotisn your Passwaord and are requesting & Temporary Pasaword. Erler yeur Liser i0 in ALL CAPS then dick Submit 1o have your lemporary Password sent o your email

5. The Security Questions screen is
displayed. Tmant

oI ) . SP? Management
6. Click in the Question 1 Security A
Answer text entry field.

VA Learning University Home | inside TMS | Locate Your Local Administrator | Help Desk | Forgot Password

Answer the Security Question then click Submit.
Mote: Fields marked with * are required

Security Question: What is the name of your favorite childhood friend?
* Security Answer: | |
Security Question:

In what city does your nearest sibling live?

* Security Answer:

ADVWANCE
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7. Enter your response
8. Click in the Question 2 Security
Answer text entry field.

9. Enter your response.
10. Click Submit.

11. The Password Reset screen is
displayed.

12. Click in the New Password text
entry field.

13. Enter a new password.
14. Click in the Verify Password text
entry field.

VAI.U (115 Mamgement

VA LEARNING UNIVERSITY

VA Learning University Home | Inside TMS | Locate Your Local Administrator | Help Desk | Forgot Password

Anzwer the Security Question then click Submit.

Mote: Fields marked with * are required

Security Question: What is the name of your favorite childhood friend?
* Security Answer: I_'.'.'.'. l 7
Security Question: In what city does your nearest sibling live?

* Security Answer: |

B
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VA Learning University Home | Inside TMS | Locate Your Local Administrator | Help Desk | Forgot Password

Answer the Security Question then click Submit.
Note: Fields marked with * are required

Security Question: ‘What is the name of your favorite childhood friend?

Security Question: In what city does your nearest sibling live?

* Security Answer: fissssses |
9]

Password Expired
User Password has expired Please I:-‘mnce Usar Password

* = Required Fielgs

The Uisers password has to be compliard with the following rules

= The lengm of the password must be between 8 and 12 characters
» Tne password mizst contain the following types of characters
1. Engiish lowercase |efiers,
Z  Enghsh uppercass leers
3 Arabic numeralsin1.2,..9)
4. Non alphanumenc spacial characiers [Ee5% 8 (_+=0I""=%.1
« Characters cannot be repeated mare than twice in a row
= Thep: = & {login 10
+ The password canned contain users first name and last nams
« ThE new password cannot be 53me a3 any of e previous 3 passwords
. P tbe same as e E-Signature PIN

B e 2

* Varity Passward:

Apply Changes l Resat

VA Laarming University Home | inside TMS | Locate Your

Password Expired
Usaer Password has expirad Flease Change User Password
* = Required Fields
The User's password has to be compliant with Se following rules:

» The lengm of the password must be between 8 and 12 charscers
« The password must contain the foliowing ypes of characters
1. English lowercase letters
2. Enghsh Uppercase lelers.
3 Arabic numerals(0.1,2,..9)
4. Mon aighanumenc special characlers (@FS% 8 (1_+-={iIL" <=2/}
Characters cannot be repeated more than twice in 2 row
The password cannct cantain user name login ID)
The password cannol contsm user's firstname and last name.
The new passward cannot b2 same as any of the previcus 3 passworss.
Password cannot be same as the E-Signahare PIN

CRCE )

I Apply Changes FRaset
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15. Enter the same new password.
16. Click Apply Changes.

17. You are automatically logged into the
TMS.

Password Expired
User Password has expired Phease Change User Password.
RequiredFields
The Users password has o be compliant with the following rules:

+ The bengih of the password must be betwesn 3 and 12 characters
+ The password must contain ihe following ypes of characters:
1. Engésh lowsrcase letters
2 English uppercase [ehers.
3. Arabic numersls(0 1.2,
4 Non siphanumenc special characers (@FS% A ()_+=0IlT=7.1
Characlers cannot be repealed more han twice in & row
The password cannat contain user nams {login 10}
The passwoed cannol conlsn users firstname and lasiname.
The new password cannot be same as any of the previous 3 passwords
Password cannot be s5ame a5 e E-Signahae FIN

PR

* Mew Passwortd:

I Apply Changes I Reset
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